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group signature and the veriﬁable encrypted signature. It satisﬁes the traditional requirements of the group signature (unforgeability, anonymity, unlinkability, traceability) and the opacity condition
known from the veriﬁable encrypted signatures. The corresponding
scheme may be applied for the fair exchange protocols. Our construction is based on bilinear pairings, deﬁned in the Gap DiﬃeHellman groups.
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1.

Introduction

The contemporary e-commerce is strongly aﬀected by the mutual exchange of
information between the diﬀerent parties. The fair exchange protocols admit
the satisfactory solution for the corresponding requirements by means of the
cryptographic ingredients. A good example is the electronic fair contract signing, where none of the participated parties is expected to have any advantage
over the other (see Asokan, Shoup and Vaidner, 1998).
In this connection the veriﬁable encrypted signatures (Boneh and Gentry,
2003) turned out to play a signiﬁcant role. They allow one party to be sure about
the correct (encrypted) signature of the other one, before signing the agreed
contract. Such functionality is usually solved by the passive participation of the
trusted party (Trustee), in the corresponding protocol. The suitable signature
is encrypted by Trustee’s public key in a way that allows for its veriﬁcation by
the other party. In case it is necessary, the Trustee intervenes in the decryption
of the corresponding signature.
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On the other hand, the functionality of the group signature (Chaum and
van Heyst, 1991) is related to the ”provable” representation of the group membership. Group members can sign the messages on behalf of the group. The
signers are anonymous, but in the exceptional cases the trusted party (called
the Manager) may reveal their identities. The application of group signatures
or blind signatures (Chaum, 1983) in e-commerce allows for protecting the personal data and user’s anonymity in electronic transactions (see also Lysyanskaya
and Ramzan, 1998).
The current state of electronic commerce also implies new challenges such
as protection of user’s proﬁles or identities (see Dodis et al., 2004) when visiting
the www sites (see the onion routing protocols for example). Here we shall be
focused on the anonymous channels in application to contract signing.
In the paper we shall deﬁne and prove the security of the new cryptographic primitive called the Anonymous Signer Veriﬁable Encrypted Signature
(ASVES), that joins the idea of the group signature (see Bellare, Micciancio and
Warinschi, 1999; Bellare, Shi and Zhang, 2005) and the veriﬁably encrypted signature (see Boneh and Gentry, 2003). It satisﬁes the traditional requirements of
the group signature (unforgeability, anonymity, unlinkability, traceability) and
the opacity condition known from the veriﬁable encrypted signatures. The corresponding scheme may be applied for the fair exchange protocols (with joint
or separate functionalities of the corresponding Trustees). We will refer here to
the idea of anonymous role-based signing rights delegations investigated in Yao
and Tamassia (2006). Our construction is based on the structure of the Gap
Diﬃe-Hellman groups (see Joux, 2004). The corresponding security analysis is
related to Boneh and Gentry (2003) and Yao and Tamassia (2006).

2.

Related work

The proposed cryptographic protocols work in the Gap Diﬃe-Hellman Groups
(GDH groups). The ﬁrst construction of the Gap Diﬃe Hellman group has been
proposed in Joux (2004). In Boneh, Lynn and Shacham (2001) and Lysyanskaya (2002) the ﬁrst examples of digital signatures working in the GDH group
were given. The group signature scheme has been introduced by Chaum and
van Heyst (1991). The security of the group signature scheme for dynamic
groups was studied in details in Bellare, Shi and Zhang (2005). Provably secure veriﬁably encrypted signatures have been investigated in Boneh and Gentry (2003). The anonymous-signer signature scheme based on the BLS short
signature (Boneh, Lynn and Shacham, 2001) has been considered in Yao and
Tamassia (2006). The security proof of the proposed ASVES protocol is based
on the ideas of Boneh and Gentry (2003). For the eﬃcient construction of the
derandomized Weil pairing in the GDH groups we refer the reader to Pomykala
and Źralek (2008). The ﬁrst ID-based veriﬁable encrypted signature based
on bilinear pairing has been proposed in Cheng, Liu and Wang (2005). The
anonymous-signer signature scheme based on the BLS short signature schemes
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has been considered in Yao and Tamassia (2006). Our security proof of the new
primitives applies the ideas of Boneh and Gentry (2003). For the eﬀectivity in
the construction of the derandomized Weil pairing in the GDH groups we refer
the reader to Pomykala and Źralek (2008).

3.

Notations and assumptions

In this paper we shall consider the bilinear map e : G1 × G1 → G2 where
G1 = (G1 , +) is additive and G2 = (G2 , ·) multiplicative group of prime order
p (respectively). We assume that e satisﬁes the following conditions:
• Bilinear: e(aR, bQ) = e(R, Q)ab , ∀R, Q ∈ G1 and ∀a, b ∈ Zq∗
• Non-degenerate: e(P, P ) is a generator of G2
• Computable: there exists an eﬃcient algorithm to compute e(·, ·).
Computational Diﬃe-Hellman problem (CDH)
Given the triple (P, Q, R) compute the point S ∈ G1 such that the discrete
logarithm of S in the base R coincides with the discrete logarithm of Q in the
base P .
Decisional Diﬃe-Hellman problem (DDH)
Given a quadruple (P, Q, R, S) decide whether the discrete logarithm of S in
the base R coincides with the discrete logarithm of Q in the base P .
The bilinear map e implies that the corresponding DDH problem is tractable
in G1 . However, if the corresponding CDH problem still remains intractable,
the group G1 is called the gap Diﬃe-Hellman group. The explicit examples of
such bilinear pairings are Weil or Tate pairings. The derandomization of the
Weil pairing is proposed in Pomykala and Źralek (2008).

4.

Anonymous Signer Verifiable Encrypted Signature
(ASVES)

There are four parties participating in the protocol: Signer, Manager, Trustee
and Veriﬁer. Similarly as in the Veriﬁably Encrypted Signature Scheme, the
Trustee plays the passive role in the protocol (i.e. it decrypts the signature only
if it is required). For instance, in the fair exchange protocols Trustee is engaged
only if at least one of the parties signing the contract is a dishonest one. The
role of Manager is similar as in the group signature schemes. The trapdoor
information he knows might be used to reveal the anonymity of the Signer. We
point out below the consecutive steps, followed by the protocol:
1. Setup of the system:
Having as an input the public data, the tuple (G, e, P, H, h) is generated
as output, where P is a random nonzero element of the group G and
H : G → G, h : {0, 1}∗ → G are the corresponding secure hash functions.
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2. Long-term key generation:
The Certiﬁcate Authority generates the pairs of private/public keys:
(u, uP ) for the Signer, (t, T ) for the Trustee and (s, Ω) for the Manager,
where T = tP and Ω = sP .
3. Short-term key generation:
The Signer generates the list of random values x ∈ Zq∗ , computes the onetime public signing keys Y = xuP and the veriﬁcation keys X = xP . The
private short-term key would be y = xu.
4. Certiﬁcation:
The Manager uses the veriﬁcation key X to check if e(P, Y ) = e(X, U ),
where U = uP . If so, he generates the certiﬁcate (Y, sH(Y )) and sends it
to the Signer. The Manager stores the tuple (U, X, Y ) in his one − time
signing permits record. The Signer stores his short-term key y with its
certiﬁcate (Y, sH(Y )).
5. Signing:
Given the message m ∈ {0, 1}∗, the Signer generates a random v ∈ Zq∗ and
computes the signature of m: [m, Y, V, W ], where W = yh(m) + sH(Y ) +
vT and V = vP , Y = xuP , y = xu.
6. E-veriﬁcation:
To verify the encrypted signature [m, Y, V, W ] any user checks if e(P, W ) =
e(Y, h(m))e(Ω, H(Y ))e(V, T ), where Y is the Signer’s short-term public
key.
7. Signature recovery:
The Trustee computes the proper (decrypted) signature: W ′ = yh(m) +
sH(Y ) = W − tV and sends it to the Veriﬁer (if required).
8. Veriﬁcation:
Any Veriﬁer can check the validity of the ordinary (decrypted) signature.
Namely, the decrypted signature is accepted if and only if e(P, W ′ ) =
e(Y, h(m))e(Ω, H(Y )). In fact, it is the veriﬁcation of the role signature
from the ASAS scheme.
The scheme consists of the corresponding eight algorithms:
ASVES =( Setup, Keygen, ShortKeygen, Certify, Sign, E-verify,
Recover, Verify.)

5.

Security of ASVES

Let us consider the role signature deﬁned in Yao and Tamassia (2006, section 3.3). In this paper we are not considering roles, so assume that roleinfo = ǫ.
The Signer with permanent private and public key (u, uP ), having one-time private and public keys pair (y, Y ) and certiﬁcate of the public key C = sH(Y ),
would generate the following role signature:
[m, Y, W ] = [m, Y, yh(m) + C].
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It is a special case of the anonymous-signer aggregate signature(ASAS)
scheme (Yao and Tamassia, 2006) — with only one message and signer. Hence
for the security of the ASAS scheme we will refer to Yao and Tamassia (2006,
Theorem 4), which claims:
• correctness
• unforgeability
• anonymity
• unlinkability
• exculpability
• traceability.
Deﬁnitions of the above properties are presented in Yao and Tamassia (2006).
We note that our ASVES scheme combines the above signature with the BLS
short signature scheme (Boneh, Lynn and Shacham, 2001). BLS is used for
encrypting signatures. In what follows, we prove the security properties of the
ASVES scheme, reducing them to the corresponding properties of the ASAS
scheme.
5.1.

Validity

Validity of the signature
If the ASVES signature is generated according to the protocol, then the following
equation holds:
e(P, W ) =
= e(P, yh(m) + sH(Y ) + vT ) = e(P, yH(m))e(P, sH(Y ))e(P, vT ) =
= e(Y, h(m))e(Ω, H(Y ))e(V, T ).
Correctness of the Signature recovery procedure
Assume that ω = (Y, V, W ) satisﬁes the veriﬁcation:
e(P, W ) = e(Y, H(m))e(Ω, H(Y ))e(V, T ) ,
so when considering the decrypted signature σ = (Y, W ′ ), W ′ = W − tV , we
have:
e(P, W ′ ) = e(P, W )/e(P, tV ) = e(P, W )/e(V, T ) = e(Y, H(m))e(Ω, H(Y )).

5.2.

Traceability

Consider the proof of correctness of the Signature recovery procedure. After
obtaining the veriﬁable encrypted signature ω = (Y, V, W ), the Trustee can
compute ordinary (decrypted) signature σ = (Y, W ′ ). Now the Manager can
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identify the Signer by consulting his one − time signing permits record. The
Manager ﬁnds a tuple (U, X, Ỹ ), where Y = Ỹ and U is a public key of the
Signer. Signer with the public key U cannot deny his signature because the
Manager can provide the proof by showing that the equation e(P, Y ) = e(U, X)
holds. We remind here that Y = uxP , U = uP , X = xP (see 3. of section
4). Computing such a X, knowing P, U, Y is called a reversion of the DiﬃeHellman Problem, which is equivalent (see Chen, Zhang and Kim, 2003) to the
computational Diﬃe-Hellman Problem. This completes the argument.
5.3.

Exculpability

We will show here that the Manager is not able to sign on behalf of the noninvolved member. In fact we are going to show even a stronger statement, that
The Manager with the Trustee are not able to sign on behalf of the member.
Let ω = (Y, V, W ) be the signature forged by the Manager and the Trustee
on behalf of a member with a public key U . Hence, the Trustee could also obtain
ordinary (decrypted) signature σ = (Y, W ′ ) = (Y, yH(m) + sH(Y )). According
to Theorem 4 in Yao and Tamassia (2006), the ASAS scheme (σ) is secure
against exculpability and this completes the argument.
5.4.

Unforgeability, anonymity, unlinkability

Let us introduce a forger B, who would simulate the challenger and interact
with a forger A. Forger A would be able to break each time one of the properties of our ASVES scheme: unforgeability, anonymity, unlinkability, traceability
(deﬁnitions are given in Yao and Tamassia, 2006) in the random oracle model.
Then we are going to show that the forger B would be able to break one of the
corresponding properties of the anonymous-signer aggregate signature (ASAS)
scheme (Yao and Tamassia, 2006) respectively.
B interacts with A as follows:
• Setup: B generates a pair of private and public keys (t, T ), which serves
as the Trustee’s keys.
• Hash Queries: A requests a hash on some message m or hash value on
some element g ∈ G1 . B makes a query to its own hash oracle and gives
the value back to A.
• VerSign Queries: A requests a signature for some message m. B queries
its own signing oracle for a signature of m, obtaining σ = (Y, S). It
chooses random v ∈ Zq∗ , computes V = vP and returns to A the triple
ω = (Y, V, S + tV ).
• Decryption Queries: A requests decryption of ω = (R, V, W ). B checks
that the signature is valid, computes W ′ = W − tV and returns σ =
(R, W ′ ).
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• Output: A outputs either:
– unforgeability: a forge ω = (R, V, W ) for some message m. B computes W ′ = W − tV and σ = (R, W ′ ) is a valid ASAS signature.
– anonymity: B asks for a challenge ASAS signature σ = (Y, S). It
chooses random v ∈ Zq∗ , computes V = vP and waits for A to ask
for a challenge ASVES signature. When it does, B responds with
ω = (Y, V, S + vT ) and at the end outputs the identity which has
been returned by A.
– unlinkability:
B can challenge the ASAS scheme unlinkability property as follows: After receiving a challenge pair
(σk1 , σk2 ) = ((Yk1 , Sk1 ), (Yk2 , Sk2 )) it chooses random v1 , v2 ∈ Zq∗ ,
computes Vi = vi P and as a challenge for A chooses
(ω1i , ω2i ) = ((Yk1 , V1 , Sk1 + v1 T ), (Yk2 , V2 , Sk2 + v2 T )). If A would have
a signiﬁcant probability of guessing if those signatures belong to the
same user, so would have B.
Therefore, if ASAS scheme has the properties of unforgeability, anonymity,
unlinkability so has our ASVES scheme.
5.5.

Opacity

Opacity requires that given a veriﬁably encrypted signature it should be diﬃcult to extract an ordinary signature on the same message. Extracting ASAS
from ASVES signature is actually the 3-element Aggregate Extraction Problem,
studied in Boneh at al. (2003) and proven to be equivalent to the Diﬃe-Hellman
Assumption in Coron and Naccache (2003).
As a conclusion we are now in a position to formulate the following theorem:
Theorem 5.1 The proposed anonymous-signer verifiable encrypted signature
scheme satisfies the following requirements: validity, traceability, exculpability,
unforgeability, anonymity, unlinkability and opacity in the random oracle model
under the CDH assumption.
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